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"I fight for your right to free speech, and am thrilled when you
exercise said rights here."' This quote appears on the page of a
"milblogger" encouraging free speech and dialogue about the war in
Iraq. 2 'Milblogs," short for military web-logs, is a recent phenomenon
among the U.S. military.3 They offer a variety of information and
provide readers with a relatively "unfiltered perspective on combat
that is unavailable elsewhere." 4 There are about 1,000 milblogs in
twenty-two countries, including 258 in Iraq. 5 Milblogs "vary from
multimedia presentations of digital photos and videos to simple text
1.

Greyhawk, The Mudville Gazette, http://www.mudvillegazette.com (last visited

Nov. 4, 2006).

See id.
2.
Rules
Military
Blogging
to
FishbowlDC,
by
Garrett
3.
Posted
http://www.mediabistro.com/fishbowlDC/online-media/militaryblogging-rules-22551.asp
(June 14, 2005).
Jonathan Finer, Military Cracking Down on Iraq Soldier Blogs, POST
4.
GAZETTE.COM (Pittsburgh, Pa.), Aug. 14, 2005, http://www.post-gazette.compg/pp/05226/
553226.stm.
David Ignatius, With the Troops at Christmas, BUFF. NEWS, Dec. 24, 2005, at
5.
A7; see also Milblogging.com, http://www.milblogging.com (last visited Nov. 4, 2005) (listing

military blogs).
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written in journal form." 6 Some service members use their blogs to
offer opinions about the war effort and political opinions,7 while others
use them to communicate with families at home. Some milbloggers
have even published books based on their blogs.8
The popularity of milblogs in Iraq and Afghanistan renews the
"debate over operational security and the free flow of information in
the Internet age."9 The military recently scrutinized milblogs because
of their potential to reveal classified information and to foster views
contrary to sustaining military morale. During the current war in
Iraq, for example, images of the events at the Abu Ghraib prison have
permeated the media and have influenced public opinion about the
war.1 0 In response to the growth of milblogs, Lieutenant General John
R. Vines, commander of operations in Iraq, issued a policy
memorandum on milblogs and military websites in Iraq.1 The policy
states that milbloggers are subject to the Uniform Code of Military
Justice (UCMJ) for violations of conduct and for security violations
involving military websites and blogs. 12 Some milbloggers have been
prosecuted for violating Article 133 of the UCMJ.' 3
'There is a compelling government interest in controlling
access to [the battlefield]' in order to maintain effective military
operations."'14 Freedom of speech is a First Amendment right,
however; members of the military are not completely excluded from

6.
7.

Finer, supra note 4.
See Ignatius, supra note 5.

8.
See, e.g., Kevin Chong, American Bloggers Take Sides on Iraq War, VANCOUVER
SUN, Aug. 27, 2005, at F2 (citing Jason Hartley's JUST ANOTHER SOLDIER and Colby
Buzzell's MY WAR: KILLING TIME IN IRAQ).
9.
Peter A. Buxbaum, Reining In the Blogs of War, MILITARY INFO. TECH., Nov. 21,
2005, available at http://www.military-information-technology.com/article.cfm?DocID
=1242.
10.
Howard LaFranchi, Global Impact of the Courts-Martial,CHRISTIAN SCIENCE
MONITOR, May 18, 2004, available at http://www.csmonitor.com/2004/0518/pO1sO2usmi.html.
11.
Memorandum from Lieutenant General John R. Vines, to all United States
Service Members, Department of Defense Civilian Personnel, and Department of Defense
Contractor Personnel Assigned to or Working for Multi National Corps-Iraq (Apr. 6, 2005)
(on file with Vanderbilt Journal of Entertainment & Technology Law), [hereinafter Vines
Memorandum]; see also Dave Eberhart, 'Milbloggers' Report Real Life War Stories on Web,
NEWSMAX.COM,
Dec.
2,
2005,
https://www.newsmax.com/archives/articles/2005/
12/2/131121.shtml.
12.
See Vines Memorandum, supra note 11.
13.
Cf. Buxbaum, supra note 9 (describing the charges imposed on one
milblogger.to include "violating operational security... , violating the Geneva Convention
....and conduct unbecoming a non-commissioned officer... ").
14.
William A. Wilcox, Jr., Security Reviews of Media Reports on Military
Operations:A Response to Professor Lee, 2004 ARMY LAW. 10, 13.
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the protections of the First Amendment. 15 A multitude of news
sources is especially important given the controversy surrounding the
United States-led war in Iraq. 16 Thus, milblogs may prove to be an
important news source as more people depend on blogs for news
information. 17 Milblogs add to the news marketplace and exchange of
ideas about the War on Terror, 18 which in turn encourages public
discourse and government accountability.
While the UCMJ and legal precedent are undisputed, what
distinguishes milblogs from soldiers' letters home or newspaper
editorials? Does current military policy further limit the free speech
rights of military members beyond that established in prior
precedent? If so, how can military law and policy adjust so that the
limits of qualified speech return to where they were in prior cases?
Given the limited First Amendment right to freedom of speech among
the military, how can current policy adapt to the technological realties
of the Internet?
Part I of this note provides an overview of the use of media
during war. It also reviews case law relating to the military's limited
right to freedom of speech under the First Amendment. Part II
analyzes the problems of regulating milblogs in terms of societal costs
and the technological challenges of regulating behavior on the
Internet. This note argues that the military's "unexceptionalist"
approach toward regulation, wherein it applies the traditional
principles embodied in the UCMJ to milblog regulation, undermines
its goal of maintaining operational security and impedes the free flow
of ideas. Finally, Part II introduces an "exceptionalist" approach,
borrowed from Professor Lawrence Lessig, to propose a new standard
for regulating milblogs. This theory recognizes that the Internet is
simply different from traditional media, and offers four modalities for
regulating military speech in cyberspace.

15.
Cf. Priest v. Sec'y of the Navy, 570 F.2d 1013, 1017-18 (1977) (noting that the
First Amendment does not have the same application in the civilian setting as in the
military setting for reasons related to the threat to the lives of the military men in combat
and to national security, but still balancing the First Amendment with these
considerations rather than declaring the First Amendment inapplicable).
16.
While there are milbloggers in both Iraq and Afghanistan, this article focuses
on those in Iraq.
17.
Susan P. Crawford, Shortness of Vision: RegulatoryAmbition in the DigitalAge,
74 FORDHAM L. REV. 695, 701 (2005) ("Blogs have replaced mainstream media as sources of
news for many people.").
18.
Holly S. Hawkins, A Sliding Scale Approach for Evaluating the TerroristThreat
Over the Internet, 73 GEo. WASH. L. REV. 633, 634 (2005).
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I. BACKGROUND

A. Applicable Law: FirstAmendment & UCMJ
The First Amendment guarantees freedom of speech; while
service members have a limited right of free speech, they are not
excluded from the protections of the First Amendment. 19 The right of
free speech is less absolute for members of the armed forces, however,
than it is for the general public. 20 Early Americans attempted to
define the proper legal relationship between individual citizens and
their government with the First Amendment. 21 Military members do
not easily fit into the "individual separate from government" model,
however, because they are a part of the government. In Parker v.
Levy, the Supreme Court held that "within the military community
there is simply not the same [individual] autonomy as there is in the
larger civilian community." 22 Thus, when deciding individual rights
issues, courts often defer to the professional judgment of military
authorities with respect to the importance of a particular military
interest more frequently than they would to a statute involving
23
exclusively civilian interests.
The peculiar character of the military community and its
mission requires special application of First Amendment doctrine. 24
The government may prohibit and restrict any speech or press activity
by military personnel that is likely to interfere with the demands of
discipline and order. 25 This is because both discipline and order are

19.
20.

See Priest, 570 F.2d at 1013.
Id. at 1017 (stating that 'i]n the armed forces some restrictions exist for

reasons that have no counterpart in the civilian community. Disrespectful and
contemptuous speech, even advocacy of violent change, is tolerable in the civilian
community, for it does not directly affect the capacity of the Government to discharge its
responsibilities...").
21.
Ira Glasser, The Struggle for a New Paradigm: Protecting Free Speech and
Privacy in the Virtual World of Cyberspace, 23 NOVA L. REV. 627 (1999).
22.
417 U.S. 733, 751 (1974).
23.
Cf. id. at 758 ("The fundamental necessity for obedience, and the consequent
necessity for imposition of discipline, may render permissible within the military that
which would be constitutionally impermissible outside it.").

24.

Id.

25.
Cf. 10 U.S.C. § 934 (2000) ("[A]ll disorders and neglects to the prejudice of good
order and discipline in the armed forces . . . shall be taken cognizance of by a . . . courtmartial ...and shall be punished at the discretion of the court.").
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necessary for military effectiveness. In other words, a service
26
member's individual interests end where military interests begin.
The UCMJ is the primary source of law governing speechrelated violations of military conduct. Traditional military case law on
freedom of speech involves media such as newsletters and pamphlets.
Although milblogs are arguably different from these media because
the exchange of information occurs over the Internet, they are still
subject to military law and policy.
The most typical application of the UCMJ to the
communication of information has involved Articles 133 and 134.
Article 133 prohibits conduct unbecoming of an officer and mandates
punishment by a court-martial. 27 Article 134 addresses disorders and
neglect of discipline. 28 In United States v. Howe, the Court of Military
29
Appeals held that Article 133 did not violate the First Amendment.
In that case, a Second Lieutenant took part in a public demonstration
and carried a sign opposing the Vietnam War. 30 The Howe court
explained that, in the circumstances of the Vietnam conflict, the
officer's conduct constituted a clear and present danger to discipline
31
within the armed services.
Similarly, in Secretary of Navy v. Avrech, a soldier was
convicted by a special court-martial for an attempt to publish a
statement against the war in Vietnam. 32 The soldier was on active
duty in Vietnam in a combat zone and wrote the following statement:
It seems to me that the South Vietnamese people could do a little for the defense of
their country. Why should we go out and fight their battles while they sit home
and complain about communist aggression. What are we, cannon fodder or human
beings? ... The United States has no business over here. This is a conflict between
two different politically minded groups. Not a direct attack on the United States.

Interview with Michael A. Newton, Professor, Vanderbilt University Law
26.
School, in Nashville, Tenn. (Sep. 23, 2005).
See 10 U.S.C. § 933 (explaining that any commissioned officer "convicted of
27.
conduct unbecoming an officer and a gentleman shall be punished as a court-martial may
direct").
28.
See 10 U.S.C. § 934. The statute states:
[A]ll disorders and neglects to the prejudice of good order and discipline in the
armed forces, all conduct of a nature to bring discredit upon the armed forces,
and crimes and offenses not capital, of which persons subject to this chapter may
be guilty, shall be taken cognizance of by a general, special or summary courtmartial, according to the nature and degree of the offense, and shall be punished
at the discretion of that court.
Id.
17 C.M.A. 165 (1967).
29.
30.
Id. at 167.
Id.
31.
Sec'y of the Navy v. Avrech, 418 U.S. 676, 678 (1974) (Douglas, J., dissenting)
32.
(quoting the soldier's statement) (internal quotation marks omitted).
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Do we dare express our feelings and opinions with the threat of court-martial
perpetually hanging over our heads? Are your opinions worth risking a courtmartial? We must strive for peace and if not peace then a complete U.S.
withdrawal. We've been sitting ducks for too long.... 33
...

The soldier "plan[ned] . . . to have the mimeograph operator make
copies of his statement which he could distribute."3 4 However, "the
operator instead turned [the statement] over to a superior officer and
a court-martial followed." 35 The soldier was convicted under UCMJ
Article 134 for attempting to publish a statement disloyal to the
United States with a design to promote disloyalty and disaffection
among the troops. 36 Justice Douglas' dissenting opinion in Avrech,
however, recognized the danger that this decision might suppress
freedom of speech in the military. 37 He stated,
I think full dedication to the spirit of the First Amendment is the real solvent of
the dangers and tensions of the day. That philosophy may be hostile to many
military minds. But it is time the Nation made clear that the military is not a
system apart but lives under a Constitution that
allows discussion of the great
38
issues of the day, not merely the trivial ones...

While the Avrech case involved disloyalty, other cases have
addressed security issues in similar contexts. In United States v.
Grow, for example, a general was convicted by court-martial for an
infraction of security regulations, dereliction of duty, and a security
infraction under Article of War 96.39 While serving in Moscow, he
kept a diary in which he recorded top secret information. 40 Portions of
this diary were published in a Communist publication. 41 The Military
Court of Appeals held that the failure to classify military information
constituted an offense under Article 92 of the UCMJ, which addresses
42
failures to obey an order or regulation.

33.
Id.at 679.
34.
Id.
35.
Id.
36.
The soldier's sentence included a reduction in rank to the lowest enlisted grade,
forfeiture of three months' pay, and confinement at hard labor for one month. Id.
37.
Id. at 679-81.
38.
Id. at 680.
39.
United States v. Grow, 3.C.M.A. 77, 80 (1953).
40.
Id.
41.
Id.
42.
Id. at 84. See Uniform Code of Military Justice, 92, 10 U.S.C. § 892 (2000). The
code states that any person who:
(1) violates or fails to obey any lawful general order or regulation; (2) having
knowledge of any other lawful order issued by a member of the armed forces,
which it is his duty to obey, fails to obey the order; or (3) is derelict in the
performance of his duties; shall be punished as a court-martial may direct.
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While milblogging is comparable to traditional information
media, it is also distinguishable because of its unique format. "First
Amendment doctrine focuses on behavior (the act of speech) rather
than the identity of the person exercising the speech."43 "[T]he
constitutional right to freedom of speech is about the (negative) liberty
of certain actors to engage in particular forms of behavior." 44 The
UCMJ's language, however, emphasizes the importance of both the
actor and his behavior. 45 Article 106(a) of the UCMJ, for example,
defines "espionage" as the following:
Any person .. who, with intent or reason to believe that it is to be used to the
injury of the United States or to the advantage of a foreign nation, communicates,
delivers, or transmits, or attempts to communicate, deliver, or transmit, to any
entity .. either directly or indirectly ...shall be punished as a court-martial may
direct ....46

Under the UCMJ, a violation of Article 106(a) may result in any
punishment deemed appropriate by court martial-including capital
47
punishment.
Strict application of Article 106(a) to milblogs may prove
problematic for milbloggers. In Schenck v. United States,48 Justice
Holmes merely inferred the requisite intent from the probable
49
consequences and surrounding circumstances of the speech at issue.
In the context of milblogging, the burden of proving intent could easily
be met because communication in cyberspace occurs instantaneously
to several million people, and can be stored, retrieved, and translated
into another language by recipients. 50
Admittedly, there is a
compelling government interest in controlling access to classified
information for effective military operations.5 1 The most important
rationales behind this interest are operational security, the advantage
of surprise, and troop morale. 52 These are traditional reasons for
43.
Frederick Shauer, Towards an InstitutionalFirstAmendment, 89 MINN. L. REV.
1256, 1259-61 (2005).
44.
Id at 1260-61.
45.
See Uniform Code of Military Justice, art. 106(a), 10 U.S.C. § 906(a) (2000).
46.
Id. (emphasis added).
47.
Cf. id. (discussing spies and noting that capital punishment may only be
imposed under this section upon a unanimous finding by the members of the court-martial
and a unanimous finding that the aggravating circumstances outweigh the mitigating
circumstances).
48.
449 U.S. 47 (1919).
49.
David M. Rabban, The Emergence of Modern First Amendment Doctrine, 50 U.
CHI. L. REV. 1207, 1261 (1983).
50.
David G. Post, Against 'Against Cyberanarchy," 17 BERKELEY TECH. L.J. 1365,
1374 (2002).
51.
Wilcox, supra note 14, at 13.
52.
Id.
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preventing reporter access to military operations. Nevertheless, it is
arguably unfair that Article 106(a) be strictly applied against
individual milbloggers.
As Justice Douglas wrote in his Avrech
dissent, "the military is not a system apart but lives under a
Constitution that allows discussion of the great issues of the day. .."53
B. Military Policies & Regulation
Since the American Civil War, the press has played a unique
role in communicating the reality of war to citizens at home. 54 During
the World War I era, for example, photography played a central role in
the mainstream press. 55 The government often saw these images of
the Great War as dangerous to public policy, 56 however, and worried
that the stories and images of human slaughter would undercut the
war effort.5 7 As such, the Committee on Public Information strictly
58
censored journalists, photographers, and other members of the press.
Similarly, during the Vietnam War, some aspects of the American
press deviated from the "previous norms of war coverage." 59 For
example, the image of a young Vietnamese girl suffering from
American-inflicted napalm burns and screaming in agony "became a
symbol of the horrific suffering of innocent, unarmed civilians" during
the war, and led many Americans to question war's morality. 60 More
recently, under the presidential administrations of Ronald Reagan
and George H.W. Bush, "the Pentagon instituted tight controls on
journalists covering the 1980's and 1990's conflicts in Panama,
Grenada, and the Persian Gulf."6 1 The Pentagon's policies toward
journalists were "designed to make them almost entirely dependent on
United States military planners for news and information." 62
The ability to control electronic media has proven highly
difficult in comparison to the more traditional forms of press media.
Islamic extremists have used the Internet to document violence such
as the beheading of hostages. 63 The Internet was also instrumental in
53.
54.

Sec'y of the Navy v. Avrech, 418 U.S. 676, 678 (1974) (Douglas, J., dissenting).
Neil Henry, Picture Power: The Image in Wartime and the Digital Age, 19

NOTRE DAME J.L. ETHICS & PUB. POL'Y. 475, 476 (2005).

55.
56.
57.
58.
59.
60.
61.
62.
63.

Id.
Id.
Id. at 478.
Id.
Id. at 479.
Id.
Id.
Id.
Id. at 476.
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uncovering the prisoner abuse scandal at Abu Ghraib prison in Iraq. 64
Thus, in the current wars in Afghanistan and Iraq, the government
again seeks to control the use of war images by the press. In an
interesting move, which is also a notable first for the government, the
U.S. Department of Defense (DoD) authorized embedded journalists
(reporters who travel with troops and report from the battlefield) to
document the current wars in Afghanistan and Iraq. 65 According to
Secretary of Defense Donald Rumsfeld, the purpose of embedded
journalists is to provide Americans with "accurate presentations and
representations and written accounts of what the men and women in
uniform [are] doing.
."66
Although embedded journalism is
generally considered a success, 67 issues of use and misuse remain, as
many believe journalists often manipulate the images of war. 68 This
distrust of embedded journalists suggests that milbloggers are in a
unique position to promote public accountability because they are
actually involved in combat. As James Herbert notes, milbloggers
"could hardly be more 'embedded'." 69
As previously discussed, the government has a compelling
interest in controlling access to classified information for effective
military operations. 70 The main concerns are operational security and
the possibility of disseminating prohibited information, such as: (1)
classified information; (2) casualty information before next-of-kin have
been formally notified; (3) information protected by the Privacy Act;
(4) information regarding incidents under ongoing investigation; and

64.
Buxbaum, supra note 9.
65.
Secretary of Defense Donald H. Rumsfeld, Remarks at Pentagon Town Hall
Meeting (Apr. 17, 2003), available at http://www.defenselink.mil/speeches/2003/
sp20030417-secdef2045.html.
66.
Id.
67.
Henry, supra note 54, at 478.
68.
Id. The Pentagon website contains photo essays and images of Iraq and
Afghanistan.
See
Department
of
Defense,
Photo
Essays
Archive,
http://www.defenselink.mil/photoessays/photoessays.aspx (last visited Nov. 4, 2006). Some
show training exercises while others show soldiers in the field. Id. They all are very
positive in the sense that they show "clean" images and almost seem staged. However, the
site is fair in the sense that it keeps an up to date count of casualties in Operation Iraqi
Freedom and Operation Enduring Freedom in and around Afghanistan.
See, e.g.,
Operation Iraqi Freedom and Operation Enduring Freedom Casualty Update,
http://www.defenselink.mil/news/casualty.pdf (lastvisited Nov. 4, 2006).
69.
See James Herbert, Global Voice-Military Blogs Let Soldiers Keep in Touch
With Families and Readers Get a First-HandLook at Life in the War Zone, JOURNAL STAR
(Ill.), Sep. 28, 2004, at ClO; see also Xeni Jardin, Under Fire, Soldiers Kill Blogs, WIRED,
Oct.
29,
2006,
http://www.wired.comlnews/politics/0,72026-O.html?tw=wn-storypage-prev2 ("Milblogs offer one of the last direct witnesses to the Iraq war from the point of
view of front line soldiers.").
70.
Wilcox, supra note 14, at 13.
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(5) "For Official Use Only" information. 7 1 In promoting this interest,
both the Army and the Marine Corps have established service
72
clearance procedures for publicly-accessible official websites.
The Army has been especially proactive in establishing policy
and rules for unofficial websites and soldier-written blogs. 73 General
Vines's policy memorandum governs all U.S. service members, DoD
civilian personnel, and DoD contractors assigned to or working for
Multi-National Corps-Iraq (MNCI).7 4 While official websites must be
reviewed prior to clearance, both websites and blogs produced in a
personal capacity (i.e. not in connection with official duties) need not
be cleared in advance.7 5 The Army also established an Army Web
Risk Assessment Cell (AWRAC) to ensure that prohibited information
does not end up on the web, and unit commanders monitor websites
76
and blogs under their command for compliance on a quarterly basis.
More recently, in July 2006, ten members of the Virginia National
Guard were charged with the responsibility of scanning official and
77
unofficial Army Web sites for operational security violations.
The Army's policy seeks to weigh the risks of releasing
78
information against the benefits of publishing it on the Internet.
The DoD's argument for regulating blogs revolves around operational
security. Lieutenant Colonel Chris Conway, a spokesman for the
Pentagon, stated, ". . .[T]hese advances come at a price, and in an era
where the enemy can get up to 80 percent of their intelligence from
blogs and Web sites, we continuously remind our military members
that the enemy can also read blogs and Web sites."79 In August 2006,
the Department of Defense issued an information security and website
alert stating that "effective immediately, no information may be

71.
Vines Memorandum, supra note 11, at 2.
72.
See Marine Corps Order 5720.26 from M.J. Williams, Assistant Commandant of
the Marine Corps (Sept. 14, 2001), available at http://www.usmc.mil/directiv.nsfl
bf7ed869c4398a1685256517005818da/afa583efe72bda7685256af10060c9d7/$FILEfMCO%2
05720.76.pdf; Vines Memorandum, supra note 11, at 1.
73.
See, e.g., Vines Memorandum, supra note 11.
74.
Id.
75.
Id. at 2; see id. at 1 (explaining that official websites are those that are
sponsored by a military command on the ".mil" domain while unofficial websites are
created on personal time and not produced in connection with military duties).
76.
Id. Unit commanders are entitled to use their discretion when enforcing the
policy. Finer, supra note 4.
77.
Pam Newbern, Virginia National Guard Eyes Web Sites, Blogs (Oct. 13, 2006),
http://www.virginiaguard.com (search "more news" for title of article).
78.
Vines Memorandum, supra note 11, at 3.
79.
Erika Chavez, Blogs of War: U.S. Troops Chronicle Life in a War Zone to
Acclaim, and Concern, MODESTO BEE (Ca.), Oct. 22, 2005, at Al (internal quotation marks
omitted).
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placed on websites that are readily accessible to the public unless it
has been reviewed for security concerns and approved in accordance
with Deputy Secretary of Defense Memorandum 'Web Site Policies
and Procedures.' . . .,"80 One security concern is that milblogs provide
"ammunition for Iraq war critics."8 1 The most important concerns,
however-operational security, maintaining the advantage of surprise,
also the
and preventing negative effects on troop morale 2-are
traditional reasons for keeping reporters from having access to
military operations.
The punishments milbloggers face for violating these policies
83
have ranged from demotion to fines, but have larger implications.
National Guard Specialist Leonard Clark was the first soldier
convicted for violating the policy.8 4 He was punished under Article
134, fined $1,640, and demoted to private first-class for posting
classified material on his blog.8 5 Another recent Internet scandal
involved allegations of U.S. soldiers posting photos of dead insurgents
on a website in exchange for free pornography.8 6 According to
Pentagon officials, posting such photos online is covered by a military
law that forbids "conduct unbecoming an officer and a gentleman."8 7 A
defense official said the photos might also violate Geneva Convention
rules on respect for the remains of those who have died as a result of
hostilities.88
Milblogs may also face scrutiny because of the potential that
the personal views of milbloggers are adverse to war efforts. One
soldier with ambivalent feelings towards the war stated:
I don't want to have to live like that ever again, pretending to be eager to kill as if
it was justified in that foreign land and that automatically it was morally okay

80.
United States Department of Defense, Information Security/ Website Alert
(Aug. 6, 2006), available at http://www.defenselink.mi/webmasters/policy/infosec2006
0806.html.
81.
Chong, supra note 8.
82.
United States Department of Defense, Information Security/Website Alert,
supra note 80.
83.
Finer, supra note 4.
84.
Id.
85.
Id.; see also Blog Gets Ariz. Guardsman in Iraq Demoted, Fined $1,640, TUCSON
CITIZEN, Aug. 2, 2005, http://www.tucsoncitizen.com/news/locaO80205a8_guardsmanblog.
86.
Brian Hartman, Did Troops Trade Photos of IraqiDead for Porn? Site Says US
Troops Sent Images of Dead Iraqis in Exchange for Access to Pornography,ABC NEWS,
Sept. 28, 2005, http://abcnews.go.comlTechnology/IraqCoverage/story?id=1166772&page=
1&CMP=OTC-RSSFeeds0312.
87.
Id. (internal quotation marks omitted).
88.
Id.
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because one man half a world away
explained it to be. I'm still sickened by
89
protesters, I haven't joined that side.

Such a statement could be construed either as simply a personal
viewpoint about the war, or as being against military morale. This
note does not address whether or not political viewpoints about the
war should be protected speech. Rather, it argues that there is a
societal benefit and a democratic justification in allowing differing
viewpoints as a part of speech in cyberspace. Thus, while operational
security outweighs an absolute right to freedom of speech, there
should be a balance between limited speech and the free flow of
information.

II.ANALYSIS
One current scholarly debate is highly relevant to the challenge
of regulating and enforcing law for milblogs. The debate, championed
by Frank Easterbrook and Lawrence Lessig, centers on whether
cyberlaw has relevance as a study and can be used to regulate
behavior on the Internet. Judge Easterbrook argues that general legal
principles can be applied to the problems faced in cyberspace. 90
Regulating problems of the Internet simply involves applying the
same law that would be applied to other types of intellectual
property. 91 On the other hand, Professor Lessig argues that there are
"limits on the law as a regulator," and that there are "techniques for
escaping those limits" in cyberspace. 92 The Easterbrook-Lessig debate
is
essentially
one
between
the
competing
theories
of
"unexceptionalism" and "exceptionalism."
Unexceptionalism, a term coined by David Post, posits that
settled principles of law can be applied identically to cyberspace as in
a "brick-and-mortar" environment. 93 In other words, the problems
implicated in cyberspace "are no more complex or challenging than
similar issues presented in real space." 94 Thus, an unexceptionalist
would argue that a milblog is functionally identical to a pamphlet or
89.

Posting of Isaac Callahan ("Cally") to War, Beer, and Boots (Oct. 24, 2005, 4:19

P.M.), http://warbeerandboots.blogspot.com.
90.
Frank H. Easterbrook, Cyberspace and the Law of the Horse, 1996 U. CHI.
LEGAL F. 207, 208 (arguing that there is no more a 'law of cyberspace" than there is a "law
of the horse").
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Lawrence Lessig, The Law of the Horse: What Cyberlaw Might Teach, 113
HARV. L. REV. 501, 502 (1999) (arguing for the existence and desirability of cyber-specific
legal principles).
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Post, supra note 50, at 1365.
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publication. Post's own view is one of "exceptionalism." While Post
acknowledges that events and transactions in real space and
cyberspace are identical in many ways, he argues that the Internet is
significantly different. 95 Post points out the following differences
between cyberspace and real space: transactions in cyberspace can
take place at greater distance; "they are digitally encoded"; "they are
embedded in and mediated by computer software"; and "they travel at
the speed of light. ' 96 Exceptionalism is based on the position that
certain "rules and principles that may be quite reasonable [in real
space] become incoherent and unreasonable [in cyberspace]."97
The crucial questions in applying a cyberlaw paradigm to
regulating milblogs are: (1) How must military law enforcement adjust
to the technological challenges of the Internet?; and (2) How can
milblogs be regulated in such a way that balances the American value
of freedom of speech with the need for operational security? This note
concludes that the exceptionalist approach is more appropriate for
regulating milblogs; therefore, a strict application of the UCMJ is not
only unreasonable, but may actually undermine the purpose of
military law if it fails to acknowledge the unique nature of the
Internet.
A. Current Military Approach: Unexceptionalism
The military currently takes an unexceptionalist approach to
milblog regulation. This approach relies on traditional military law to
punish milbloggers for any conduct that violates the UCMJ. The
argument for controlling information posted on blogs not only is based
on the potential to reveal sensitive or classified information, but also
encompasses the military's interest in promoting a culture of
uniformity and maintaining morale. However, the Department of
Defense's most recent guidelines have been criticized as being hostile
toward bloggers and may lead to self-censorship by soldiers. 98 The
unexceptionalist approach to controlling milblogs is also inconsistent
with the military's interest in maintaining operational security,
because it fails to recognize the unique scale and permanence of
information in cyberspace.

95.
Post, supra note 50, at 1376.
96.
Id. at 1375-76.
97.
Id.at 1378.
98.
Leo Shane, Army Steps up Efforts to Monitor Military Bloggers, STARS &
STRIPES, Nov. 5, 2006, available at http://www.estripes.com/article.asp?section=104&
article=40129&archive=true.
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Under an "unexceptionalist" view, regulators would analogize
milblogs to more traditional forms of media. Blogs are often
analogized to diaries or journals. The American Heritage Dictionary
defines a "diary" as a "daily record, especially a personal record of
events, experiences, and observations." 99 If blogs are diaries, are they
appropriately viewed as expressions of personal opinions?
The
argument that milblogs are essentially personal opinions is strongest
when service members' views are not expressed in an official capacity.
Soldiers can tell their stories in real time, but unlike traditional
letters home, these stories "can be viewed by Internet users all over
the globe." 100 While milblogs generally do amount to online diaries,
they are not treated simply as "personal opinions" under the UCMJ or
General Vines' policy on blogs. Alternatively, some view milblogging
as more akin to journalism or reporting in the press than to a journal
or diary. However, the Court does not draw any constitutional
distinction between speech and the press or between speech and the
organized media. 10' Neither does the UCMJ distinguish the format of
speech in determining one's punishment for violating military law.
Information in cyberspace has a unique permanent quality that
differentiates it from more traditional sources like diaries or a press
report. "Any discussion of the Internet as a 'place' must first deal with
the phenomenon of cyberspace.
Cyberspace is the virtual space
created by operation of the Internet, a network of computers that
share information with each other."' 0 2 In regulating milblogs, the
military can pull down content that it deems sensitive, classified, or
detrimental to military morale. Ironically, the information may
remain in cyberspace indefinitely if someone else posts the
information elsewhere.
The purpose of classifying information is to protect national
security.' 0 3 However, overclassification has a chilling effect on

99.
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2000).
100.

Herbert, supra note 69.
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103.
Too Many Secrets: Overclassification as a Barrier to Critical Information
Sharing Statement: Hearing Before the H. Subcomm. on National Security, Emerging
Threats, and InternationalRelations of the H. Comm. on Government Reform, 108th Cong.
263
(2004)
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Rep.
Christopher
Shays),
available
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information sharing and undermines public accountability. 104
According to U.S. Congressman Christopher Shays (R-CT), the Bush
administration's excessive use of classification is antithetical to
democratic principles. 10 5 It is estimated that overclassification could
be as high as ninety percent. 10 6 The number of new secrecy decisions
in 2003 is the highest ever recorded, higher even than the peak years
of the Cold War in the mid-1980s. 10 7 The current administration has
also been reluctant to declassify information. Overclassification may
confuse
national
security
with
bureaucratic
or
political
inconvenience.1 0 8 As Shays points out, "An old maxim of military
strategy warns 'he who protects everything protects nothing."' 10 9
Understandably,
some
milbloggers
believe
that
overclassification is simply a means for obliterating their right to
dissent against the government." 0 Colby Buzzell states, "With a blog,
you can go on a mission in the morning and post a story with
photographs that evening.""' However, after being asked to submit
his blog entries for approval before posting, Buzzell chose to stop
blogging. 112 He fears that as milblogs become more prominent, the
DoD "will clamp down on them, discouraging soldiers from
blogging." 1 3 Jason Hartley's blog had been "openly critical of the
Army and included graphic photos of dead and wounded Iraqi
civilians."" 4 He "took his site down after his superiors expressed
concern about 'operational security' being compromised.""15 Hartley
felt that operational security was not the real issue and stated, "To
me, that was a big, amorphous excuse that you can slap on any

104.
See id.
105.
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106.
See Emerging Threats: Overclassification and Pseudo-classification: Hearing
Before the H. Subcomm. on National Security, Emerging Threats, and International
Relations Committee of the H. Comm. on Government Reform, 109th Cong. 18 (2005)
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military blog you don't care for." 116 After he reinstated his online blog,
"he was demoted and fined $1,000 for violating a direct order. . .. ,117
The tension between maintaining operational security and
recognizing a qualified free speech privilege is difficult in cyberspace.
However, Justice Douglas' dissenting opinion in Avrech, which
recognized the danger of suppressing freedom of speech in the
military, 118 should be acknowledged. Suppressing military speech is
detrimental to our overall American value of protecting speech. 19
One milblog exemplifies this value in its headline, which states, "Free
speech from those who help make it possible."' 20 It is essential that
the people protecting and promoting democracy also have a
constitutional guarantee of freedom of speech. A military member's
limited right to freedom of speech should not be short-circuited under
the guise of operational security simply because such speech disagrees
with the government. The freedom to criticize one's government and
exchange ideas is essential to democracy and promotes accountability
in the context of war.
B. Recommended Approach: Exceptionalism
If First Amendment doctrine were to distinguish the Internet
from the telephone in the same way it now distinguishes broadcasting
from print, it might produce less protection for some media and more
for others.1 21 Some of these media, however, such as milblogs, could
22
be seen as appropriate repositories of First Amendment values.'
While Post acknowledges that events and transactions in real space
and cyberspace are identical in many ways, he argues that the
Internet is significantly different.1 23 Lessig also recognizes that the
Internet is a unique medium, and therefore he proposes four
modalities for regulating behavior in cyberspace: law, norms, markets,
and architecture. 1 24 This paradigm can be applied to milblogs as
explained in the following paragraphs.
116.
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117.
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See Sec'y of the Navy v. Avrech, 418 U.S. 676, 678 (1974) (Douglas, J.,
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United States v. Howe, 17 C.M.A. 165 (1967).
120.
Posting of Greyhawk to The Mudville Gazette, Free Speech from Those Who
Help Make it Possible, http://www.mudvillegazette.com/archives/002999.html (June 17,
2005, 10:51 P.M.).
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1. Architecture
In real space, architecture makes surveillance of information
self-authenticating. 125 Thus, the soldier handing out flyers or rallying
troops is relatively easy to identify. Milblogs pose authentication
problems because milbloggers often use nicknames or do not clearly
identify themselves.
Further complicating this authentication
problem is the ease with which one can post any information. The
architecture of cyberspace relates to codes embedded in the Internet,
while the architecture of blogs relates to the technical ways that
information can be posted and exchanged with others. This
architecture may also include the ways in which information is
archived, linked, or transmitted.
One way to change the architecture of milblogs is to modify the
ways in which information is transmitted.
Most blogs contain
archives where information is stored, allowing viewers to locate prior
postings. One solution to the permanence of milblog archives is to
alter the coding so that information expires after a certain length of
time. Thus, the information does not maintain the permanence that
can lead to security concerns. Additionally, if a milblogger
inadvertently posts sensitive or classified information, such
information would be taken down automatically within a certain
number of days.
Another partial solution is for unit commanders to monitor
weblog content by using robots or web crawlers to search for certain
classified information. Under military policy, commanders must
126
review information that is posted on military-authorized websites.
While they do not have to pre-screen personal milblogs, they must
127
review content of military members' milblogs under their command.
"Most search engines use automated 'spiders' or 'robots' that search

the web and collect information from the sites they

visit.

' ' 128

Thus,

this might be another practical way to monitor milblogs. As these
examples illustrate, any solution based on milblog architecture will
depend upon available technology and its ability to perform these
functions.

125.
Id. at 504.
126.
See Vines Memorandum, supra note 11, at 3.
127.
Id.
128.
David M. Fritch, Searching for Initial Interest Confusion and Trademark
Protectionin Cyberspace, 9 U. PITT. J. TECH. L. & POLY 4, 9 (2005).

218

VANDERBILTJ. OFENTERTAINMENTAND TECH.LAW

2.

[Vol. 9: 1:1

Norms

Changing or creating norms toward speech in milblogs is
arguably the most practical way to regulate milblogs. "Norms are
29 It is
enforced (if at all) by a community, not by a government."'
likely that military members understand the world-wide impact of the
Internet without fully understanding the ways that blogs may be
linked to other information on the Internet. Thus, training military
members on the basics relating to the ways in which information is
tracked and copied to other domains may be helpful. The military
already has well established norms of behavior that promote
uniformity and morale. It could simply incorporate training about the
balance between the limited right of freedom of speech and the speech
present in milblogs. It might also provide more guidance about how
blogs compare and contrast to letters home to one's family. In other
words, social norms toward milblogs within the military community
may be modified in ways that would encourage soldiers to continue
posting, while also educating them about the risks to operational
security.
Norms are also important for defining what speech is
appropriate for milblogs. Many milbloggers emphasize the importance
of contributing to the news media because the public does not often get
to see their viewpoints. Yet some milbloggers worry that only
"unpatriotic" blogs have been taken down. 130 Even bloggers with
uncontroversial sites are concerned about the military's policy toward
blogs. 131 If milbloggers being permitted to offer their viewpoints is
considered a social benefit, this would influence the way in which
military policy is applied to blogs. Limited speech could be seen as a
normal democratic value that military people are especially entitled to
express.
3. Market
The marketplace constrains behavior in cyberspace. 3 2 With
regard to milblogs, the marketplace is not based upon economics, but
rather upon ideas. The marketplace in the "blogosphere" includes the
exchange of information among bloggers and their readers. The
marketplace of ideas is self-regulating; as people become more
interested in blogs, they further the exchange of ideas. Milbloggers
129.
130.
131.
132.

Lessig, supranote 92, at 507.
Buxbaum, supra note 9.
Id.
Lessig, supra note 92, at 504.
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recognize the types of information that interest people and the ideas
or posts that may not interest people. For example, milbloggers can
check the number of comments that they receive on their pages to
determine what content furthers communication, and often have email links so that readers can respond directly. Some milbloggers
have even published books based on their milblogs. 133 As this
exchange strengthens and grows, milblogs may contribute to the
marketplace of ideas in media more generally: television, radio,
newspapers, and the Internet.
4. Law
Law inevitably plays a role in restricting behavior, because "it
threatens punishment if one does not obey."'1 34 While the UCMJ is
controlling law for milbloggers, military policy on milblogs has been
described as ambiguous. 35 However, because the UCMJ is punitive, it
may not prevent certain behavior such as that under Article 133,
which references "behavior unbecoming of an officer and a
gentleman."' 36 The impact of UCMJ Article 133 regarding the types of
behavior that milblogging may violate needs to be clarified. While
military law is necessarily broad, it must be understood in a way that
provides notice to service members about the types of speech that are
authorized on milblogs. Commanders, or those in charge of units,
should communicate the advantages and disadvantages of milblogs
and the role of the UCMJ in regulating speech. Milblogs contribute to
the free flow of information and can be regulated in a balanced
approach that does not restrict service members from expressing
This approach balances the necessity of restricting
themselves.
sensitive or classified information while providing a forum for
exercising a limited freedom of speech.
III. CONCLUSION
Oliver Wendall Holmes believed that the free exchange of ideas
leads to the truth. 37 He stated, "[T]he best test of truth is the power
of the thought to get itself accepted in the competition of the
market."'138 Milblogs present an opportunity to reveal truths about the

133.

See supra text accompanying note 8.

134.
135.
136.

Id. at 507.
Buxbaum, supra note 9.
United States v. Howe, 17 C.M.A. 165, 177 (1967).

137.
138.

Hawkins, supra note 18, at 634.
Id.

220

VANDERBILTJ OFENTERTAINMENTAND TECH.LAW

[Vol. 9:1:1

wars in Iraq and Afghanistan, because they are often soldiers'
firsthand accounts. As one soldier states, "You'll find a significant
contrast between the Iraq described by those who've been (or are now)
there and the Iraq you read about in your newspapers or see on TV." 139
This free exchange of ideas is important today in light of the growing
controversy over the war in Iraq and press coverage of scandals such
as prisoner abuse. Journalism and images of war historically have
had a powerful impact on the public. 140 Milblogs supplement these
traditional news media, because they appear in a journalistic format
and promote the exchange of ideas about American war efforts, while
doing so in a unique and distinguishable format.
The Internet caused an explosive growth in information flow,
prompting the emergence of a highly structured social, cultural, and
intellectual online world.' 4 ' Blogs are replacing mainstream media as
sources of news for many people, 142 and milblogs contain "every shade
of political opinion you would find in the United States."' 43 Some
milbloggers are "super-patriots," while others are skeptical about the
war's progress. 14 4 The free market has made possible new and
creative ways of creating, distributing and processing information. 45
In short, the free market of ideas has allowed blogs to flourish. Blogs
have the potential to monitor and maintain a level of accountability
46
unforeseen in traditional media.
Milblogs may also provide a check on traditional media sources
such as newspapers and television. Milbloggers' views are often
unfiltered and are literally from the battlefield. 47 According to John
Upperman, an officer in the Texas Army National Guard, "There is no
way the media can cover the story to the same extent that bloggers do.
We live it every day and therefore bring a very unique perspective."'' 48
Upperman has blogged since arriving in Iraq and wanted to reveal the
"good [stories]" that "most Americans never hear about."' 49
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Milbloggers view their blogs as providing a perspective different than
that on television or in newspapers. 150 Milblogs may provide an
alternative, or at least a more balanced, perspective. The impact of
the media on public opinion toward war is well-established, and
5
milblogs can provide a means of accountability to the public.' '
Milblogs are different from letters sent home through mail, or
even e-mail, because of the scale and permanence of the information
that is posted in cyberspace. They also carry advantages and
disadvantages in terms of accountability and the free flow of
information. The disadvantages of milblogs are their instantaneous
transmission of communication and potential to threaten operational
security by revealing classified information.
However, it is not
entirely clear whether there is a new standard for limited speech
among the military as compared to the standards previously
established in prior precedent. While there has been criticism of
overclassification of information, this may be explained by the
necessity to classify information during war. Whether or not the
standard has changed, the right of service members to limited speech
endures.
Milblogs function as a supplemental news source for
information about the wars in Afghanistan and Iraq. It is crucial that
those fighting for democratic values - especially the value of freedom
of speech - be allowed to exercise those values.
Cyberlaw may be helpful in exploring the technical challenges
of regulating blogs in cyberspace.
Cyberlaw provides a lens to
examine the limits of traditional legal principles and approaches to
regulation. 152 Cyberlaw implicates fundamental questions about what
law is and its relation to the culture as it changes.' 53 Blogs add to the
vast information available on the Internet, but also have the potential
to transform journalism and challenge embedded journalists'
"realities" that are communicated to the public via television or
newspapers. Sean Dustman, a member of the Navy who keeps a
milblog, stated, "I think this is the latest voice of this generation, and
we're still in the infancy of the blog movement."'154 The efforts to
preserve operational security and protect classified information are
well established in the UCMJ and General Vines' Memo. However,
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these efforts will be undermined if the difference between real space
and cyberspace is not recognized.
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